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Data Protection Policy 
(dated May 24, 2018) 
 
 
This data protection policy is for each of the investment funds listed in schedule 1 and such other investment funds 
managed or advised by Limmat Capital Alternative Investments AG (the “Investment Manager”) or any of its affiliates 
as may decide to adopt this policy from time to time (each, the “Fund”). 
 
 
INTRODUCTION 
This policy sets out the Fund’s compliance with the European Union’s General Data Protection Regulation (Regulation 
(EU) 2016/679) (“GDPR”). 
 
Compliance with this policy is essential not only because of the damage that could be caused to the Fund and/or 
third parties in the event of a data protection breach and the reputational damage that could be caused to the Fund 
but also because the Fund could be liable to pay a substantial fine (up to 20 million euros or 4 per cent. of its total 
global annual turnover (whichever is higher)). 
 

Scope 
The GDPR applies to the collection, processing and storage of personal data undertaken by organisations within the 
European Economic Area (“EEA”) as well as to organisations outside the EEA that handle personal data relating to the 
offering of goods or services to individuals in the EEA.  This policy applies to the Fund’s processing of personal data 
relating to goods or services offered to individual investors in the EEA and all such personal data processed on behalf 
of the Fund by any service provider (e.g. the Fund’s administrator (the “Administrator”)). 
 

Responsibility 
The Data Protection Officer (DPO) is Martin Pacanovsky and is responsible for preparing this policy.  The DPO can be 
contacted at privacy@limmat.capital.  
 

Reliance on service providers 
As the Fund does not have any employees or its own IT infrastructure, the Fund has engaged various service 
providers, including the Administrator and the Investment Manager to perform certain services on its behalf. As such, 
the Fund has delegated many of its compliance obligations under the GDPR to one or more service providers. Due 
diligence is performed on those service providers and reasonable steps taken to ensure their ability to comply with 
the relevant GDPR and other regulatory and/or legal obligations. The Fund requires such service providers, by 
contract, to meet such obligations. 
 

Technical terms 
A number of terms applied in this policy are defined in the applicable legislation and their definitions are set out at 
the end of the policy. 
 

Obligations as a Controller 
As a data controller under GDPR, the Fund must:  
 

a) be able to demonstrate compliance with the six principles relating to processing of personal data set out in 
the GDPR (the “data protection principles”) (see further below);  
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b) implement appropriate technical and organisational measures to ensure and to demonstrate that its 
processing activities are compliant with the GDPR; 

c) ensure that the data protection principles and appropriate safeguards are addressed and implemented in the 
planning phase of processing activities and in the implementation phase of any new product or service 
(“Privacy by Design”);  

d) appoint a representative in one of the Member States in which the controller offers goods or services to or 
monitors EU data subjects and does not process data in a way that is occasional and small scale;  

e) only appoint a processor that will comply with GDPR and that will enter into an agreement in writing to that 
effect; 

f) keep records of its processing activities;  
g) cooperate, on request, with the relevant data protection supervisory authorities (“DPAs”); 
h) implement appropriate technical and organisational securities measures to protect personal data against 

accidental or unlawful destruction or loss, alteration, unauthorised disclosure or access; and  
i) notify personal data breaches to the relevant DPA within the requisite timeframe and to data subjects when 

required. 
 

Responsibility for Data Protection  
The Data Privacy Officer should be contacted in relation to any data protection issues and will also consider such 
issues periodically. In particular, the Data Privacy Officer should be contacted immediately if: 
 

> the Fund is not complying or may not be complying with any part of this policy; 
> the Fund is engaging in a new processing activity or there has been a change to existing processing 

activities; 
> there is an actual or suspected personal data breach (in which case see the section on Data Breach 

Notification below); or 
> a subject access request or other request to enforce rights available to data subjects under data protection 

legislation is received by the Fund. 
 

Accountability  
The Fund is responsible for ensuring compliance with the data protection principles (which are set out below) and 
must also be able to demonstrate that it is compliant. It aims to do so by: 
 

> drafting, maintaining and implementing various policies and procedures relating to personal data processing;  
> ensuring due diligence and periodic reviews are conducted on service providers who process personal data 

on the Fund’s behalf, including the Administrator, taking reasonable steps to ensure those providers are 
capable of complying with the data protection principles, any data subject requests that the Fund may 
receive and any GDPR compliance obligations that the Fund may delegate to such service providers;  

> maintaining records of its processing activities; and 
> implementing measures, or taking reasonable steps to ensure that its service providers take measures that 

meet the principles of data protection by design and default. 
 

The Data Protection Principles  
The data protection principles underpin the lawful processing of personal data, and the Fund is required to comply 
with these principles. The six principles are as follows.  Personal data shall be: 
 

> processed lawfully, fairly and in a transparent manner in relation to the data subject (lawfulness, fairness 
and transparency); 
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> collected for specified, explicit and legitimate purposes and not further processed in a manner that is 
incompatible with those purposes (purpose limitation); 

> adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed 
(data minimisation); 

> accurate and, where necessary, kept up to date (accuracy); 
> kept in a form which permits identification of data subjects for no longer than is necessary for the purposes 

for which the personal data is processed (storage limitation);  
> processed in a manner that ensures appropriate security of the personal data, including protection against 

unauthorised or unlawful processing and against accidental loss, destruction or damage using appropriate 
technical or organisational measures (integrity and confidentiality).  

 
The steps adopted by the Fund that are designed to achieve compliance with each of the data protection principles 
are set out below.  
 

Lawful, fair and transparent processing 
For personal data to be processed lawfully, there must be a lawful basis for processing it. The Fund processes 
personal data because it is necessary: 
 

> for the performance of a contract with the data subject; or 
> for compliance with EU legal obligations to which it is subject; or 
> for the purposes of the legitimate interests pursued by the Fund, or any third party, including but not limited 

to any service provider or other processor except where such interests are overridden by the interests or 
fundamental rights and freedoms of the data subject, which require protection of the data subject. 

 
The Fund does not rely on consent to process any personal data, other than in limited circumstances where consent 
is relied upon for marketing to individuals. 
 

Purpose limitation 
The Fund aims to only process personal data for the legitimate purposes for which such data was collected, such 
purposes being specified in the Fund’s privacy notice. Should it no longer be necessary for the Fund to process 
personal data for the purpose (or purposes) for which it was originally collected, it may be necessary to delete it in 
accordance with the section of this policy entitled Records Retention. Alternatively, if the purpose for which the 
personal data is being processed has changed but processing is still legitimate, data subjects must be informed as 
soon as possible via an updated privacy notice.  
 

Data minimisation 
The Fund aims to limit its processing of personal data to circumstances where such processing is adequate, relevant 
and necessary for the purposes for which such data is being processed. This includes avoiding processing or 
disseminating personal data unnecessarily.  
 

Accuracy 
The Fund takes steps designed to ensure that the personal data which it processes is kept accurate and up-to-date. 
Investors are told in the Fund’s privacy notice to advise the Fund if their personal data changes during their 
relationship with the Fund. The Fund aims to ensure that such personal data is accurate at the point of collection, and 
that it is reviewed on a regular and systematic basis to ensure that it remains up-to-date.   
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If the Fund becomes aware that personal data is inaccurate, the DPO should be informed and take reasonable steps to 
ensure that it is corrected or erased.  
 

Storage limitation  
The Fund’s policy on data retention is set out below in the section of this policy entitled Records Retention.  After 
the relevant retention period has expired, personal data should be permanently deleted in accordance with this policy.  
 

Integrity and confidentiality  
The Fund has put in place contractual obligations on its service providers to have in place appropriate security to 
protect against data breaches.  
 

Transfers of Personal Data outside the EEA  
There are restrictions on the Fund’s ability to transfer or process personal data outside the EEA to ensure that the 
level of protection afforded by EU data protection legislation is not undermined.  
 
As the Fund is domiciled outside of the EEA, any personal data that the Fund collects may be processed outside of the 
EEA. The Fund may also transfer personal data outside the EEA through its service providers based, or with affiliates 
based, outside of the EEA. Where this is the case, the Fund will, or will ensure that its service providers, put in place 
appropriate safeguards such as the EU Commission approved standard contractual clauses. Further details in relation 
to this are set out in the Fund’s privacy notice.   
 

Sharing Personal Data 
The Fund is generally not permitted to share personal data with a processor, service provider or any other third party 
unless certain safeguards and contractual arrangements are in place so that it can be satisfied that third parties are 
processing personal data in compliance with data protection legislation. The ways in which the Fund shares personal 
data are set out in the Fund’s privacy notice. The Fund has entered into data processing agreements with third parties 
that process personal data on behalf of the Fund. 
 

Data Subjects’ Rights 
Data subjects have various rights under the applicable data protection legislation and these are set out in the Fund’s 
Privacy Notice.  
 
Data subjects have rights to:  
 

> Request basic information and be provided with information on the identity of the Fund, the reasons for 
processing their personal data and other relevant information necessary to ensure the fair and transparent 
processing of personal data; 

> Request access to their personal data (commonly known as a “data subject access request”) and request 
certain information in relation to its processing, including: (i) confirmation of whether and where the Fund is 
processing their personal data; (ii) information about the purposes of the processing; (iii) information about 
the categories of data bring processed; (iv) information about the categories of recipients with whom the 
data may be shared; (v) information about the period for which the data will be stored; (vi) information 
about the existence of their rights to erasure, rectification, restriction of processing and to object to 
processing; (vii) information about the existence of the right to complaint to a DPA; (viii) where the data 
was not collected from the data subject, information as to the source of the data, (ix) information about the 
existence of, and an explanation of the logic involved in, any automatic processing that has a significant 
effect on them, and (x) a copy of any of the personal data being processed; 



DATA PROTECTION POLICY – NON-EEA FUNDS  5 

 

 

 
Limmat Capital  

Alternative Investments AG 
Seefeldstrasse 275 

CH-8008 Zurich 
privacy@limmat.capital 

> Request rectification of their personal data to ensure that inaccurate or incomplete data is erased or 
rectified;  

> Request the erasure of their personal data if: (i) the data is no longer needed for the original purpose and 
no new lawful purpose exists; (ii) the lawful basis for the processing is the data subject’s consent, consent is 
withdrawn, and no other lawful ground exists; (iii) the data subject exercises the right to object, and the 
Fund has no overriding grounds for continuing the processing; (iv) the data has been processed unlawfully; 
or (v) erasure is necessary for compliance with EU law or the national law of the relevant Member State; 

> Request the restriction of processing of their personal data if: (i) the accuracy of the data is contested; (ii) 
the processing is unlawful and the data subject requests restriction; (iii) the Fund no longer needs the data 
for its original purpose but the data is still required by the Fund to establish, exercise or defend legal claims; 
or (iv) verification of overriding grounds is pending, in the context of a request for erasure; 

> Object to the processing of their personal data (including profiling), where the Fund is processing it: (i) 
because doing so is in the public interest or in the legitimate interests of the Fund, (unless the Fund 
demonstrates compelling legitimate grounds for the processing which override the interests, rights and 
freedoms of the data subject or for the establishment, exercise or defence of legal claims); (ii) for direct 
marketing purposes; or (iii) for scientific or historical research purposes or statistical purposes (unless the 
processing is necessary for the performance of a task carried out for reasons of public interest); 

> Request the transfer of their personal data to another party where the processing is carried out by 
automated means and which is processed because it is necessary for the performance of a contract or 
because the data subject has consented to such processing, meaning that they have (i) a right to receive a 
copy of their personal data in a structured, commonly used, machine-readable format that supports re-use, 
(ii) transfer their personal data from one controller to another, (iii) store their personal data for further 
private use on a private device, and (iv) have their personal data transmitted directly between controllers 
without hindrance. Such requests for transfer only relate to data that is provided to the controller by the 
data subject; and 

> To not be subjected to decision based solely on automated processing which significantly affects them 
(including profiling); however, such processing is permitted where it is necessary for performing a contract 
and there are safeguards in place, it is authorised by law, or the data subject has explicitly consented and 
there are safeguards in place. 

 
When the Fund receives a request for rectification, erasure or restriction, the Fund must notify the affected third 
parties about the exercise of those rights (taking the associated costs into account). The data subject may also 
request information about the identities of those third parties. 
 

Timing for response to data subject requests 
The Fund, as Controller, must, within one month of receiving a request made by a data subject to exercise one of the 
rights referred to above, provide information on action taken in relation to a request to exercise any of the rights of 
data subjects. If it fails to meet this deadline, the data subject may complain to the relevant data protection authority 
and may seek a judicial remedy. Where the Fund receives a large number of requests, or especially complex requests, 
the time limit may be extended by a maximum of two further months. 
 
The Fund must not charge for the rights of access, rectification, erasure and the right to object, but may request a 
“reasonable fee” from a data subject where requests are manifestly unfounded or excessive. 
 

Responsibility 
The Fund has processes in place to respond to data subject requests to the extent the Fund receives those requests 
directly. In addition, pursuant to the data processing agreements the Fund has entered into with its service providers, 
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including the Administrator and the Investment Manager, the Fund relies upon those service providers to assist with 
responses to such data subject requests in a proper and timely manner. 
 

DATA BREACH NOTIFICATION 
A personal data breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to, personal data processed by the Fund or by any Processor.  Examples of a 
personal data breach may include but are not limited to: 
 

a) personal data that is processed by the Fund being lost, or left in an insecure location e.g. on an unattended 
desk, or on public transport;  

b) unauthorised access to a service provider’s systems which affects personal data processed by the Fund; 
c) a letter containing personal data processed by the Fund that is sent to the wrong address; 
d) an email containing personal data processed by the Fund sent to the wrong recipients, such as where an 

email is sent “cc all” to people who should not have been copied; and 
e) loss or theft of a mobile device or other ICT equipment containing personal data processed by the Fund. 

 

Notification of a personal data breach to the DPO  
If a service provider or a member of the DPO is notified that there has been an actual or suspected personal data 
breach, details of the breach must be recorded on the form attached as Appendix 1 to this policy immediately. 
 
The DPO will lead an investigation into the personal data breach and will work with the relevant processor to conduct 
that investigation. Once the appropriate investigations are complete, the DPO, together with any relevant parties, will 
decide what action needs to be taken to remedy any consequences of the personal data breach, including any 
measures to prevent or reduce the likelihood of the breach recurring. 
 
The DPO will document the breach, the facts relating to it, its effects and the remedial action taken. 
 
The Fund has officers, but it does not have employees. All investigations, notifications, etc. would be conducted by the 
DPO or on the DPO’s behalf by a service provider.  
 

Notification of a personal data breach to the relevant DPA 
If the DPO determines that a data breach is likely to result in a risk to the rights and freedoms of the data subject(s) 
affected by the data breach, the Fund is required to report the personal data breach to the relevant DPA without 
undue delay, and where feasible, not later than 72 hours after becoming aware of the personal data breach.  The 72 
hours will begin to run when the Fund has a reasonable degree of certainty that a personal data breach has occurred 
(or where a processor has notified the Fund of a potential breach). Where the notification to the DPA is not made 
within 72 hours, it shall be accompanied by reasons for the delay.  The notification to the DPA shall: 
 

a) describe the nature of the personal data breach including where, possible, the categories and approximate 
number of data subjects concerned and the categories and approximate number of personal data records 
concerned; 

b) communicate the name and contact details of the DPO from whom more information can be obtained; 
c) describe the likely consequences of the personal data breach; 
d) describe the measures taken or proposed to be taken by the Fund to address the personal data breach, 

including where appropriate, measures to mitigate its possible adverse effects. 
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Where it is not possible to provide the information at the same time, the information may be provided in phases 
without undue further delay. 
 

Communication of a personal data breach to the data subject 
If the DPO determines that a personal data breach is likely to result in a high risk to the rights and freedoms of 
natural persons, the Fund is required to report the personal data breach to the affected data subject(s) without undue 
delay.  
 
The communication to the data subject shall describe in clear and plain language the nature of the personal data 
breach and contain at least the information and measures referred to in points (b), (c) and (d) above. 
 
A communication to the data subject will not be required if: 
 

a) the Fund has implemented appropriate technical and organisational protection measures, and those 
measures were applied to the personal data affected by the personal data breach, in particular those that 
render the personal data unintelligible to any person who is not authorised to access it, such as encryption; 

b) the Fund has taken subsequent measures which ensure that the high risk to the rights and freedoms of the 
data subject(s) affected is no longer likely to materialise; or 

c) it would involve disproportionate effort. In such a case, the Fund would be required to make a public 
communication or similar measure whereby the data subjects are informed in an equally effective manner. 

 

RECORDS RETENTION 
This section of the policy sets out the Fund’s guidelines and procedures for the storage, archiving, retention and 
destruction of records. Having a retention policy is important because: 
 

> data protection legislation requires that personal data which is processed by the Fund should be retained for 
no longer than is required for the purpose for which it is processed; 

> the Fund has legal and regulatory obligations to retain certain documents for prescribed periods; and 
> it seeks to ensure that confidential information and personal data is stored and destroyed securely.  

 
In this policy the term “records” includes but is not limited to: paper documents, paper files, Word, PowerPoint and 
Excel documents, emails, text messages, instant messages, and any other records of communication. Records may be 
stored using the following media: paper files, hard drives, computer disks; memory sticks; web-based storage (e.g., 
cloud storage); backup tapes; mobile phone and blackberry SIMs but this is not an exhaustive list.   
 

Responsibility 
The Fund does not itself maintain any records (except insofar as the DPO processes any records in performing his 
duties with respect of data deliver to the Board of Directors of the Fund), so contractually obliges its service providers 
to return or destroy personal data on termination of their provision of services to the Fund except to the extent that 
European Union or Member State law requires otherwise. 
 

Storage 
The Fund’s records must be stored securely to avoid potential misuse, inappropriate access or loss. This is 
particularly important for documents which contain personal data or confidential information.  
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Retention  
Records should only be kept for as long as necessary. This is particularly important for any records which contain 
personal data which must be retained for no longer than is necessary for the purpose(s) for which the data was being 
processed.  Nevertheless, data protection legislation does not override any statutory requirement to keep records for 
a certain period (for example certain tax or other regulatory records).   
 

Records relevant to disputes/investigations 
If the Fund is advised by external counsel that any Fund records are relevant to litigation, contemplated litigation (i.e., 
a dispute that could result in litigation), arbitration or, any government or regulatory investigation, any such records 
must be preserved and not deleted, destroyed, or modified in any way, until external counsel advises otherwise. This is 
referred to as a litigation hold or legal hold and will override any retention schedule for all relevant records.   
 

RECORDS OF PROCESSING ACTIVITIES 
The Fund shall (or shall delegate responsibility to its service providers as appropriate to) keep records of its 
processing activities, including:  
 

> contact details of the controller, local representative and Data Protection Officer/equivalent where 
appointed;  

> the purposes for which it processes personal data;  
> the categories of data subjects and personal data it processes; 
> the categories of recipients with whom the data may be shared;  
> information regarding Cross-Border Data Transfers;  
> the applicable data retention periods; and  
> a description of the security measures implemented in respect of the processed data.   

 
Upon request, these records must be disclosed to the DPAs.   
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DEFINED TERMS 
 
“Controller”: the entity which alone or jointly with others, determines the purposes and means of the processing of 
personal data. For the purposes of this policy, the controller is the Fund.  
 
“Personal Data”: any information relating to an identified or identifiable natural person (“Data Subject”).  An 
identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier 
such as a name, an identification number, location data, an online identifier or to one or more factors specific to the 
physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. 
 
“Personal Data Breach”: a breach of security leading to the accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to, personal data.  
 
“Processing”: any operation or set of operations which is performed on personal data or on sets of personal data, 
whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or 
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, 
alignment or combination, restriction, erasure or destruction. 
 
“Processor”: a natural or legal person, public authority, agency or other body which processes personal data on behalf 
of the controller. A service provider is a processor.  
 
“Special Category Data”: personal data revealing racial or ethnic origin, political opinions, religious or philosophical 
beliefs, or trade union membership, and the processing of genetic data, biometric data for the purposes of uniquely 
identifying a natural person, data concerning health or data concerning a natural person’s sex life or sexual 
orientation.   
 
“Third Party”: a natural or legal person, public authority, agency or body other than the data subject, controller, 
processor and persons who, under the direct authority of the controller or processor, are authorised to process 
personal data.  
 
   



DATA PROTECTION POLICY – NON-EEA FUNDS  10 

 

 

 
Limmat Capital  

Alternative Investments AG 
Seefeldstrasse 275 

CH-8008 Zurich 
privacy@limmat.capital 

Appendix 1 
 

PERSONAL DATA BREACH NOTIFICATION FORM 
 

1. Details of person submitting this form 
 

NAME  

  
JOB TITLE  

 
TELEPHONE NUMBER  

  
EMAIL ADDRESS  

 
 
2. Incident Information 
 
Date and time of the personal data breach (approximate, if unknown) and whether the breach is ongoing 

 
 
 

 
Date and time that the personal data breach was detected or reported, and by whom 

 
 
 
 

 
Brief description of the breach including the types and numbers of individuals affected and the categories and approximate number 
of personal data records involved 

 
 
 
 

 
Details of any Fund, processor, service provider or other third-party IT systems involved 

 
 
 

 
Details of any processor, service provider or other third party (processing data on behalf of the Fund) involved 
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Brief details of any information, documentation or other material which confirms, contains details of, or is otherwise related to the 
personal data breach 

 
 
 
 

 
Details of any other person who is aware of or may have information concerning the personal data breach  

 
 
 
 

 
Date and Time:  
 
Please submit this form by email to the DPO at the following addresses privacy@limmat.capital.    
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Schedule 1 
 

SCHEDULE OF FUNDS 
 
 

> LC Equity Fund, Ltd. 
 

> Limmat Qore Diversified Fund, Ltd. 
 

> Avance Stability Fund 

 


